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Legal information

Use of application examples

Application examples illustrate the solution of automation tasks through an interaction of several components in the form of text,
graphics and/or software modules. The application examples are a free service by Siemens AG and/or a subsidiary of Siemens AG
("Siemens"). They are non-binding and make no claim to completeness or functionality regarding configuration and equipment. The
application examples merely offer help with typical tasks; they do not constitute customer-specific solutions. The application examples
are not subject to standard tests and quality inspections of a chargeable product and may contain functional and performance
defects or other faults and security vulnerabilities. You are responsible for the proper and safe operation of the products in
accordance with all applicable regulations, including checking and customizing the application example for your system, and
ensuring that only trained personnel use it in a way that prevents property damage or injury to persons. You are solely
responsible for any productive use.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application examples used by technically
trained personnel. Any change to the application examples is your responsibility. Sharing the application examples with third parties or
copying the application examples or excerpts thereof is permitted only in combination with your own products. Any further use of the
application examples is explicitly not permitted and further rights are not granted. You are not allowed to use application examples in
any other way, including, without limitation, for any direct or indirect training or enhancements of Al models.

Disclaimer of liability

Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for the usability,
availability, completeness and freedom from defects of the application examples as well as for related information, configuration and
performance data and any damage caused thereby. This shall not apply in cases of mandatory liability, for example under the German
Product Liability Act, or in cases of intent, gross negligence, or culpable loss of life, bodily injury or damage to health, non-compliance
with a guarantee, fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage typical of the type of
agreement, unless liability arises from intent or gross negligence or is based on loss of life, bodily injury or damage to health. The
foregoing provisions do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens against existing or
future claims of third parties in this connection except where Siemens is mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any damage beyond the liability provisions
described.

Other information

Siemens reserves the right to make changes to the application examples at any time without notice and to terminate your use of the
application examples at any time. In case of discrepancies between the suggestions in the application examples and other Siemens
publications such as catalogs, the content of the other documentation shall have precedence.

The Siemens terms of use (https://www.siemens.com/globallen/general/terms-of-use.html) shall also apply.

Cybersecurity information
Siemens provides products and solutions with industrial cybersecurity functions that support the secure operation of plants, systems,
machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement — and continuously
maintain — a holistic, state-of-the-art industrial cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks. Such systems, machines
and components should only be connected to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial cybersecurity measures that may be implemented, please visit www.siemens.com/cybersecurity-
industry.

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly recommends that
product updates are applied as soon as they are available and that the latest product versions are used. Use of product versions that are
no longer supported, and failure to apply the latest updates may increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity RSS Feed under
https://www.siemens.com/cert.
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Introduction

1. Introduction

1.1. Overview

Email is a common mechanism for sending error statuses or warnings from industrial plants to a control center or
operators. The SIMATIC S7 product range contains products which support this protocol.

"TMAIL_C" instruction

Using the "TMAIL_C" instruction, you can send an email via the Ethernet interface of a SIMATIC S7-1500 CPU (firmware
2.0 or higher) or a S7-1200 CPU (firmware 4.1 or higher), a communication module (CM) or a communication processor
(CP).

For safety reasons, most email servers today only support secure connections. Therefore, the communication processors

which support the "send email" function have been extended with the methods for secure email connections.

"TMAIL_C" on a CP

The following CPs send secure emails via the instruction "TMAIL_C" V4.0 or higher.

Table 1-1
CP Item number Firmware version
CP 1543-1 6GK7543-1AX00-0XEO From V2.0
CP 1545-1 6GK7545-1GX00-0XEO From V1.0
CP 1542SP-1 IRC 6GK7542-6VX00-0XEOQ From V1.0
CP 1543SP-1 6GK7543-6WX00-0XEOQ From V1.0
CP 1243-1 6GK7243-1BX30-0XEOQ From V2.1
CP 1242-7 GPRS V2 6GK7242-7KX31-0XEO From V2.1
CP 1243-7 LTE 6GK7243-7KX30-0XEO From V2.1
6GK7243-75X30-0XEO
CP 1243-8 IRC 6GK7243-8RX30-0XEOQ From V2.1

"TMAIL_C" on the CPU

Using the "TMAIL_C" instruction V5.0 or higher, you can send secure emails via the integrated Ethernet port of an S7-1500
CPU. The S7-1500 CPU needs at least firmware V2.5 to do this.

Using the "TMAIL_C" instruction V6.0 or higher, you can send secure emails via the integrated Ethernet port of an S7-1200
CPU. The S7-1200 CPU needs at least firmware V4.4 to do this.

Application example

This application example will demonstrate how to set up a secure connection (SMTP over TLS) to an email server with the
integrated Ethernet port of a CPU or a CP.
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1.2. Principle of operation
Schematic representation

The following Figure shows the most important relationships between the components involved and the steps necessary
to set up a secure connection (SMTP over TLS) to an email server.

Engineering Email provider

TIA Portal V17 oLy SMTP server

W= H B

Certificate Store

A

idx | Cert_Name c
; Cert_xy -
SIMATIC e

% SMTP@provider.com
T : TT
] Email account

= + Username
— SMTP over TSL » Password
System data %
type with "TMAIL" — TmAIL_C (4]
parameter
Table 1-2
Step Description
1 Find the certificate of the email provider. In the email account, allow the CPU or communication processor

(CP) to access the email account via SMTP or SMTPS.
Import the certificate of the email provider into TIA Portal V17.

In the SIMATIC controller, perform the following configuration steps:
e add the imported certificate to the module

e establish a connection between the CPU/CP and the internet
e configure the DNS server
e call the instruction "TMAIL_C" in the user program of the CPU and enter parameters for it

e set up time synchronization in the module

4 Send the email via the secure connection (SMTP over TLS).
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Introduction
"TMAIL_C"

Using the "TMAIL_C" instruction, you can send an email over a secure connection via the Ethernet port of an S7-1500 or
an S7-1200, a communication module (CM) or communication processor (CP).

You will use a system data type to address the email server. The following structures are available:
e TMail_V4_SEC: Addressing via the IP address according to IPv4

e TMail_V6_SEC: Addressing via the IP address according to IPv6

e TMail_QDN_SEC: Addressing via the fully qualified domain name (FQDN)

NOTE For more information on the "TMAIL_C" instruction and the system data types, see chapter 3.
1.3. Components used
The following hardware and software components were used to create this application example:
Table 1-3
Components Quantity Item number Note
CPU 1513-1 PN 1 6ES7513-1ALO1-0ABO Alternatively, you can also use any other
S7-1500 CPU V2.5 onward, an ET 200SP
CPU V2.5 onward or an S7-1200 CPU V4.4
onward.
NOTE If you use an S7-1500 CPU earlier than V2.5, an ET 200SP CPU earlier than V2.5 or an S7-1200 CPU

earlier than V4.4, you will need a CP in order to send secure email (see Table 1-1).

This application example consists of the following components:

Table 1-4
Components File name Note
Document 46817803_EMail_with_SimaticS7_V3_2 en.pdf -
Project 46817803_EMail_with_SimaticS7.zip TIAV17
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2. Engineering

2.1. Preparing the environment

Hardware setup

The following Figure shows the hardware setup in a hypothetical plant.

Plant Control center
=) =0 =
- _ Email
| | recipient

- (email client)
L]

M -
L_J —

: Provider (email server)

T TN
Email account
—> —

« Username
l « Password

Internet

Connect the Ethernet port of the CPU or CP with the router that has a connection to the internet (e.g. DSL router).

IP addresses

Make sure that your CPU or CP is in the same subnet as the DSL router and that each IP address has only been assigned
once within the subnet.

The following static IP addresses were used in the TIA Portal project of this application example:

Table 2-1
No. Components IP address Subnet mask
1 CPU 1513-1 PN 172.16.60.30 255.255.0.0
2 DSL router 172.16.0.1 255.255.0.0

TIA Portal project

Open your TIA Portal project or create a new project with your hardware components. When you add the CPU, follow the
instructions from the Security Wizard and adjust the security functions to suit your needs.

NOTE This application example provides a prefabricated TIA Portal project for your CPU 1513-1 PN. The
"TMAIL_C" instruction has already been integrated within this TIA Portal project and assigned

parameters.

The example project is protected. Log in with the following credentials:

Username: admin

Password: Siemens.1

Entry-ID: 46817803 V3.2 04/2026
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2.2. Email account: loading the provider certificate

Overview

A certificate is a public key signed by its owner (in this case, the email provider) that guarantees its authenticity and
integrity.

This certificate must first be found and then downloaded from the provider's website.

NOTE The actual procedure for the preparation of certificates varies from provider to provider.

Every provider typically offers the in-use certificates for download on its website.

As an example, we provide the links to the certificates of Telekom and Google in the Table below.

Table 2-2
Name of certificate Used by Link
T-TeleSec GlobalRoot Class 3 GMX T-Telesec GlobalRoot Class 3
Issuer:
T-Systems International GmbH
T-TeleSec GlobalRoot Class 2 T-Online T-Telesec GlobalRoot Class 2
Issuer: Web.de
T-Systems Enterprise Services GmbH
Global Sign: GTS Root R1 Gmail Google Trust Services
Issuer:

Google Trust Services

Download the certificate you need and then save it locally on your computer.

2.3. Email account: Allowing controller access

In your email account, allow the CPU or CP to access your email account via SMTP or SMTPS. This process is set up
differently for each provider.

The following instructions show how to allow the CPU or CP access to an email account from these providers:

e GMX
e Web.de
e T-Online
e Gmail

Log in to your email account.

GMX

1. In the "Start" or "E-Mail" tab, click on Settings.

2. Select "POP3/IMAP request".

3. Enable the function "Allow POP3 and IMAP access".
4.

Click "Save".

Web.de

1. In the "Start" or "E-Mail" tab, click on Settings.

2. Select "POP3/IMAP request".

3. Enable the function "Allow POP3 and IMAP access".
4

. Click "Save".
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T-Online

T-Online access allows access from any email client. Here only a valid email password is necessary.
1. Click the "Settings" icon.

2. Select "Passwords".

3. Under "Password for email program", click "Change password for email program".

4

. Set a password.

GMAIL

1. Click the “Settings” icon then “See all settings”.
2. Select “Forwarding and POP/IMAP".

3. Enable “POP for all mail” and “Enable IMAP”

4

. Click "Save Changes”.

For the use of the application password with Google it is necessary to set up two-factor authentication.
1. Click on the user icon in the top right corner.

2. Select “Manage your Google Account”

3. Select on the left “Security & sign-in”
4

Follow the “2-Step Verification”

After setting up the two-factor authentication it is possible to use app specific passwords.
1. Go to the “2-Step Verification”

2. Select “App passwords”

3. Create new app password.

4

. Save this password as it will be used for sending emails.

2.4. TIA project: Setting up IP addresses

Configure module IP addresses
Proceed as follows to set the IP address of the CPU or CP:

1. In the Network view or the Device view, select the CPU or CP. The properties of the CPU or CP appear in the Inspector
window. In the area navigation of the "General" tab, select the item "Ethernet addresses” under "PROFINET interface
[X1]".

J General 10 tags

[>lle

¥ General
w PROFIMETinterface [¥1]
General

Ethernet addresses;

Oy mode
L @ options
Wit raccess

Startup
Cycle
Communication load
Systern and clock memory
SIMATIC Memeory Card

» System diagnostics
FLC alarms

b Web server i

» Display
Multilingual support
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2. To network the Ethernet interface, select an already existing subnet, for example PN/IE_1.
If you have not created a subnet, then create one by clicking "Add new subnet”.
In this example, the subnet has already been created.

Eﬂ Properties *1.‘. Info i ﬂ Diagnostics

J General " 10 tags

System constants H Texts |

» General
~ PROFINETinterface [X1]
General
Ethernet addresses
Operating mode
» Advanced options
Web server access
Startup
Cycle
Communicatien load
System and clock memory
SIMATIC Memory Card
» System diagnostics
PLCalarms
¥ Vieb server
» Display
Multilingual support
Time of day

~ Protection & Security

I2]

=

Ethemet addresses

Interface networked with @
o

Subnet: | PNIIE_1 |-

Internet protocol version 4 (IPv4)

() set IP address in the project

IPaddress: | 172 . 16 60 . 30

Subnetmask: | 255 . 255 . 0 a

[¥) Use router
Routeraddress: | 172 .16 . 0 1
() IP address from DHCP server

3. The "Ethernet addresses" pane appears.

4. Enter the IP address and subnet mask of the CPU or CP.
Tick the checkbox for "Use router" and enter the internal IP address of the DSL router.

E Properties

% Info @) | % Diagnostics

Ethernet addresses
Operating mode
¥ Advanced opticns
Web server access
Startup
Cycle
Communication load
System and clock memory
SIMATIC Memory Card
» System diagnostics
PLCalarms
» Wieb server
» Display
Multilingual support
Time of day

~ Protection & Security

J General " 10 tags H System constants H Texts
» General ]|
~ PROFINETimertace 1] ||| Cemetaddresses
General Interface networked with

Subnet: | PNIE_1 [~]

Internet protocol version 4 (IPv4)

(@) SetIPaddress in the project )
(L))
IPaddress: | 172 . 16 . 60 . 30
2

Subnetmask: [ 355 . 255 .0 0 1
[+ Use router

3
> Routeraddress: [ 172 . 16 . 0
@ IP address from DHCP server

Use MAC

Client ID

NOTE The IP address of the CPU or CP and the internal IP address of the DSL router must be in the same IP
subnet.

Configure the DNS server

Depending on the system data type you are using, the "TMAIL_C" instruction allows you to address the email provider
with an IP address or a fully qualified domain name.

To address the email provider or an NTP server with its name, it is necessary to configure a DNS server in the CPU or CP.

NOTE If your DSL router is DNS-capable, you can enter the internal IP address of the DSL router as the DNS
server.

Otherwise, use a DNS server such as 1.1.1.1

Follow these steps:

1. Select the CPU or CP in the network or device view. The properties will appear in the Inspector window. Open the
"General" tab in the area navigation. You can find the DNS configuration here:

- For the CPU, in the menu "Advanced configuration > DNS configuration”

- For the CP, in the menu "DNS configuration”
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J General " 10 tags ” Sys’
» General z_
» PROFINETinterface [X1]

Startup
Cycle

Communication load
systemn and clock memory
SIMATIC Memory Card
System diagnostics

-

PLCalarms
Web server

-
i

-

Display
Multilingual support
Time of day

b Protection & Security

b OPCUA

» System power supply
~ Advanced configuration

Host and domain name

DNS confiquration
IP Forwardi)

b Access to F| m___
Configurati
Isochronous m&de
cocbimnsarachi
ra il 3

The "DNS configuration” pane appears.

2. In the "Name resolution via DNS" dropdown list, select "Set DNS server in the project”.

|§. Properties ||"_1.'. Info i ||ﬂ Diagnostics |

2m constants " Texts |

DNS configuration

Server list

MName resolution via DNS: | Deactivated -
Deactivated

Set DNS server directly on the device {e.g. PLC program, display)

Set DNS server in the project

Set DNS server remotely (e.g. DHCF)

The "DNS server addresses" column becomes editable.

3. Add the internal IP address of the DSL router as the DNS server address in the server list.
DNS configuration

Server list

MName resolution wia DNS: | Set DNS server in the project |V|

DS server addresses
172 .16 .0 -1

Result

You have configured a DNS server.
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2.5. TIA Portal: Setting the time

Because a certificate always has a time period over which it is valid, the clock time of the CPU or CP that wants to encrypt
with this certificate must also be in this time period.

With a brand new CPU or CP, or after a full reset of the CPU, the internal clock will be set to a default value that lies
outside the certificate runtime. The certificate will then be marked as invalid.

2.5.1. Set the CPU's clock

Set the time manually
One option is to set the time manually. Follow these steps:

1. In the project tree, double-click "Online & diagnostics” in the device folder of the CPU.

¥ | ] Email
i ~Add new device
EE'h Devices & networks
« [[j PLC_1 [CPU 15131 PN]
I]T Device configuration

] Online & diagnostics
v [gg Software units @

+ [ 5 Frogram blocks
E Add new block

The Online and Diagnostics view will open.

2. Click the button "Go online".

Email » PLC_1[CPU 1513-1 PN]

Nt Online access
» Functions Status
Offline
= !
[]Flesh LED
Online access
i Type ofthe PGIPC interface: I [+]
L PGIPCinterface:  |Rl vmxnet3 Ethernet Adapter s @
K Connection to interd [Directatsiot 1 x1° [~]©
\ [-]®

3. In the area navigation of the Online and Diagnostics view, select "Set time" under "Functions".

The online view opens.

4. Enable the function "Take from PG/PC".
5. Click "Apply".
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Email » PLC_1 [CPU 1513-1 PN]

Online access M .
Set time

 Diagnostics
General
Diagnostic status
Diagnostics buffer
Cycle time
Mermory
Display
» OPCUA M
» PROFINETinterface[X1]
b Virtual communication in...
* Functions

Assign IP address

b Firmware\ Y
Assign Pl evice na...
Specify to prote...

Reset to factory settings

Frrmat meamanscard

Result

The module clock matches the time of the PG/PC.

Email » PLC_1 [CPU 1513-1 PN]

Online access

Set time

= Diagnostics
General
Diagnostic status
Diagnostics buffer
Cycle time
Mermory
Display
b OPCUA
» PROFINET interface[X1]
b Virtual communication in...
= Functions
Assign IP address
} Firmware update
Assign PROFINET device na...

Synchronize CPU time with NTP method
You can synchronize the CPU's time with an NTP server using the NTP method.

For the NTP method, the CPU sends clock time requests at regular intervals (in client mode) to NTP servers in the subnet
(LAN). Using the answers from the servers, the most reliable and accurate time is determined and the time of the CPU is
synchronized.

For time synchronization sources you will address using the IP address, e.g. a communication processor (CP) or an HMI
device.

The update interval defines the interval between the time queries (in seconds). The value of the interval ranges between
10 seconds and one day. In NTP mode, it is generally UTC (Universal Time Coordinated) which is taken. UTC corresponds
to GMT (Greenwich Mean Time).
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Proceed as follows to configure one or more NTP servers for the CPU:

1. Select the CPU in the network or device view. The properties of the CPU are displayed in the Inspector window. In the
area navigation of the "General" tab, select "Time of day".

PLC_1 [CPU 1513-1 PN]

b General

b PROFIMET interface [¥1]
Startup

Cycle

Comrnunication load
System and clock memory
SIMATIC Memory Card
System diagnostics

-

PLC alarms
Web server
Display

-

Multilingual support

Pratection @rﬂy

The "Time of day" pane opens.

-

2. Inthe "NTP mode" section, select "Set NTP server in the project” from the "Time-of-day synchronization" dropdown list.
Time of day

Set NTP server in the project

Disabled

Set MTP server directly on the device (e.g. PLC program, display)
Set NTP server in th ct

Set NTP server remotely (e.g. DHCF}

3. This item will be selected in the dropdown list.

4. Atthe parameters "NTP Server 1" through "NTP Server 4", enter the IP addresses of up to four NTP servers.

Set NTP server in the project

poolntp.org
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5. Set the time interval of the clock requests at the "Update interval" parameter. Set the interval between 10 s and
86400 s.

Time-of-day synchronization

NTP mode

Time-ofday synchronization: | Set NTP server in the project

NTF Server 1: |p|:u:u|.r1tp.|:|rg

NTP Server2: | 172.16.0.1]

NTF Server 3: |

NTP Server 4: |

Update interval: |1D N
&

NOTE If you address an NTP server with a name, for example "pool.ntp.org”, then you must configure a DNS
server in the CPU (see chapter 2.4).

i

Result

You have set up NTP time synchronization in the CPU.

2.5.2. Set the CP's clock

Because a certificate always has a time period over which it is valid, the time of the CP that wants to encrypt with this
certificate must also be in this time period.

You can synchronize the CP's time using the NTP method with an NTP server.
The CP sends time queries at regular intervals to an NTP server and synchronizes its local time of day.

Moreover, the time will be automatically forwarded to the CPU in the S7 station, thus synchronizing the time in the entire
S7 station.

Proceed as follows to configure one or more NTP servers for the CP:
1. Select the CP in the network or device view. The properties of the CP are displayed in the Inspector window.

2. Inthe area navigation of the "General" tab, select "Time-of-day synchronization" under "Ethernet interface [X1]".

J General 10 tags S
b General

¢ Module parameters

b Options

w Ethernetinterface [x1]

General

Ethernet addresses

Time-of-day synchronization

» Advanced options
Web server access \J
Hardware identifier

DNS configuration

-

Communication with the CPU

-

FIP server configuration
SNMP

The "Time-of-day synchronization" pane opens.
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3. Enable the function "Enable time synchronization via NTP server" and acknowledge the warning message with "OK".

— NTP mode (0276:001007) X
I Activation of this service reduces protection against 1
™ unauthorized access to functions and data of the controller

from the outside and over the network.

em constants

Time-of-day syn( E:!

El Enable time synchronization via NTP server

NTF Server 1: | 0| @
)
NTF Server 2: ﬁrf

NTP Server 3: [0.0.0.0

NTP Server 4: [0.0.0.0

Update interval: | 10 5 |

Accept time from non-synchronized NTP servers
4. Atthe parameters "NTP Server 1" through "NTP Server 4", enter the IP addresses of up to four NTP servers.

Time-of-day synchronization

[+ Enable time synchronization via TP server

NTPServer1: [172.16.0.1

)
NTP Server 2: k))
Z

NTP Server3: |0.0.0.0

NTP Server4: |0.0.0.0

Update interval: |1E| 5 |

[] Accept time frem nonsynchrenized NTP servers

5. Enter the time interval of the clock requests at the "Update interval" parameter. Set the sync cycle between 10 s and
86400 s.

Time-of-day synchronization

[#) Enable time synchronization via NTP server

NTP Server1: |172.16.0.1

NTP Server 2: |0.0.0.0

NTP Server 3: |0.0.0.0

NTP Server4: |0.0.0.0

Update interval: |1D 5

[ Acc e from non-synchronized NTF servers

NOTE If you address an NTP server with a name, for example "pool.ntp.org”, then you must configure a DNS
server in the CP (see chapter 2.4).

Result
You have set up NTP time synchronization in the CP.
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2.6. TIA Portal: Finding the hardware identifier

For the "TMAIL_C" instruction, you will need the hardware identifier of the Ethernet port on the CPU or CP.

Finding the hardware identifier
Proceed as follows to find the hardware identifier of the Ethernet port on the CPU or CP:

1. In the Network view or the Device view, select the CPU or CP. The properties of the module appear in the Inspector
window.

2. Todisplay the hardware identifier of the module, select the tab "System constants".

| General || 10 tags || System constants ” Texts |

| Show hardware system con;tanti v|
Marme @ Type Hardware identi. Used by
@ Local~MC Hw_SubModule 51 PLC_1

3. You need the hardware identifier of the Ethernet port on the module. Note down the value of the hardware identifier.

4. The following Figure shows the hardware identifier of the CPU from this example project:

| General || 10 tags || System constants ” Texts |

| Show hardware system con;tanti v|

Marme Type Hardware identi. Used by
12 Local~MC Hw_Subhodule 51 PLC_1
48 Local~Comman Hw_SubModule 50 PLC_1
{8 Local-Device Hw_Device 32 PLC_1
48 Local~Configuration Hw_SubModule 33 PLC_1
{8 Local-Display Hw_SubModule 54 PLC_1
{2 Local~Exec Hw_Subhodule 52 PLC_1
=l Local Hw SubModule 49 PLC 1
% Local~PROFIMET interface_1 Hw_Interface 64 IPLC_1
48 Local-Virtual_communication_interface Hw_Interface 135 PLC_1
428 Local-License_Manager Hw_SubModule 42 PLC_1
{8 Local~PROFINET interface_1~Port_1 Hw_Interface 65 PLC_1
48 Local~PROFINET interface_1~Port_2 Hw_Interface a6 PLC_1

5. The Figure below shows the hardware identifier of a CP:

|_C3,Pruperties *ilinfo @] 2
| General " 10 tags ” System constants " Texts |

| Show hardware system constanﬂ v|

Mame Type Hardware identifier Used by
5} Local-CP 15431 1~Ethernet interface 1~Port 1 Hw Interface 260 FLC 1
|E Locak-CP_1543-1_1~Ethemet_interface 1 Hw Interface 259 FLC_1 I
JE Local~CP_1543-1_1 Hw SubModule 258 PLC_1

Result

You have found the hardware ID of the CPU or CP. You will enter the hardware identifier in the "Interfaceld" parameter of
the system data type of the "TMAIL_C" instruction (see chapter 2.9.3).

Entry-ID: 46817803 V3.2 04/2026 © Siemens 2026 17



Engineering
2.7. TIA Portal: Module security settings

In order to enable the security functions in the CPU or CP, a user with sufficient configuration permissions must log in.

A Security user is allowed to make global security changes.

2.7.1. Enable global security settings in the CPU
To enable the global security settings in the CPU, proceed as follows:
1. In the Device or Network view, select the CPU. The properties of the CPU are displayed in the Inspector window.

2. Inthe "General" tab, select "Protection & Security > Certificate manager".

J General 10 tags

General [
PROFIMNET interface [X1]
Starup

- v

Cycle

Communication lcad
System and clock memory
SIMATIC Memory Card
System diagnostics

-

PLCalarms

-

Web server

-

Display

Multilingual support

Time ofday

~ Protection & Security
Protection of the PLC c...

Access level

» Connection mechanisms

Certificate manager

Security event

The "Certificate manager" pane opens.

3. Inthe "Global security settings” section, enable the function "Use global security settings for certificate manager".

em constants || Texts |

Certificate manager

Global security settings

The global security settings for the certificate manager are not enabled.
= Onlylimited functionality is available.

Device certificates

ID  Commaon name of subject | Issuer Walid unil
PLC-1iCommunication-1 ~ O=Siemens, C=DE, CN=P... 6i28/2037

Add new

Use global security settings for certificate manager

A warning message appears.
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4. Confirm it with "OK".
Certificate manager

The global security certificate manager is enabled, your current
certificate configuration will be lost:

-The private keys cannot be restored.

-The certificates can be exported and used in the global
security certificate manager.

-You must update your configuration or your program,
since your IDs may have changed.

(3] [10

m constants

Certificate manag
! Cancel

x|

Gl a5 e U

| The global security settings for the certificate manager are not enabled.
= Onlylimited functionality is available.

[W) Use global security settings for certificate manager

Result

The global security settings are enabled in the CPU.

2.7.2.

To create a security user and sign in with it, proceed as follows:

Create and sign in a security user

1. In the project tree, double-click in the "Security settings" folder on the item "Settings".

Devices

i

* | ] Email
‘L' Add new device
ﬁg-h Devices & networks
» [ PLC_1 [CPU 15131 PN]
= % Ungrouped devices
= E% Security settings
h" Settings

ﬁ Users and roles
» E Cross-device function) W&

O

The user administration editor opens and the project protection area is displayed.

2. Click the "Protect this project” button.

11

Password policies Project protection

raust log on to the project. The project protection cannot be rermoved again.

This setting cannot be undone.

| Protect this project |

—- ®)

The "Project protection” dialog opens.
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3. Enter a username and password, then confirm the password.
You may enter a comment if required. Confirm your entries with "OK".

Protect project X

Define credentials for the project administrator

User name: |adrnir1 w |
?

Password: |-xw-r1-1--xa-1--x \@
Confirm password: I&‘ ETWE?

Comment: || \M)j\/ |
M N
r DK l | Cancel |

(o

4. The dialog closes.

Result
User administration is active. You are logged in as project administrator and can use the security functions.
Once you have logged in, the line "Certificate manager" will appear under "Security settings > Security features".

v (g PLC_ 1 [CPU 1513-1 F]
» % Ungrouped devices
w7 5:. Security settings

i}]‘ Settings

11 Users and roles

+ £=2 security features

I A certificate manager I

Lr

& 4 & i

3 Firewall
WFh groups
MTF

RADIUS

Log files (offline wiew)
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2.7.3. Enable global security settings in the CP

To enable the global security settings in the CP, first designate a security user and then sign in (see chapter 2.7.2).
Then proceed as follows:

1. Select the CP in the device or network view. The properties of the CP are displayed in the Inspector window.

2. Inthe "General" tab, select "Security".

J General 10 tags Sy
b General

» Module parameters

» Opticns

w Ethernetinterface [X1]

General

Ethernet addresses

Time-ofday synchronization

-

Advanced options

Web serveraccess
Hardware identifier
DNS configuration

Communication with the CPU

- w

FTP server configuration
SMMP

The "Security" pane appears.

3. Enable the function "Activate security features”.

stem constants || Texts |
Security
E] Activate security features
Result

The security features have been enabled in the CP. New panes are now visible.

Security

[W) Activate security features

Firewall

> General

[ Activate firewall

all in advanced n

Only tunneled communication

> Predefined IP rules

From external to station

Allow IF communication

Entry-ID: 46817803 V3.2 04/2026 © Siemens 2026 21



Engineering

2.8. TIA Portal: Importing provider certificate

Import provider certificate into the global certificate manager

Using the global certificate manager, you have the ability to import external certificates into TIA Portal. In the "Certificate
manager" you will receive access to all certificates in the project, divided into the following tabs:

e "Certification Authority (CA)"
e "Device certificates”

e "Trusted certificates and root certification authorities"

Proceed as follows to import the provider certificates into TIA Portal:
1. Under "Security settings > Security features" in the project tree, double-click on "Certificate manager".

* | 7] Email
ﬁb’ Add new device
i Devices & networks
v (il PLC_1 [CPU 1513-1 PN]
= % Ungrouped devices
~ 5§ Securitysettings
§9 Settings
m Users and roles
w L2 securityfeatures
,d” Certificate manager
E‘j Firewall

rji'l, VPN groups @
[[Q) nte

» [ RaDIUS
b h_ﬁ Loqg files (offline view)
The certificate manager opens.

- v v

2. Select the appropriate tab for the certificate you want to import, for example, "Trusted certificates and root
certification authorities".

Email » Security features » Certificate manager

|!ﬂ] Certificate authority (CA) || [§l Device certificates ||‘|, Trusted certificates and root cert..{
=

—a
Trusted certificates and root certification authorities @

ID Common name of subject Serial nu...  Issuer Valid to Used as

3. To open the context menu, right-click inside the tab. Select "Import" from the context menu.

|ii” Certificate authority (CA) || [4l Device certificates ||‘L Trusted certificates and root cert...|

=

Trusted certificates and root certification authorities

ID  Common name of subject Serial nu...  Issuer Valid to Used as

8) e
D)

The dialog for selecting a certificate opens.
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4. Navigate to the folder where you saved the provider certificate and click "Open".

R import certificate X
« “ P wm v DATA (Do) v (4] = Search DATA (D:)
Organize « Mew folder ==« [ 0
~
g~ Name Date modified Type Size
i gtsrl.pem 05.07.2022 10: ile
I 1 1 5.07.2022 10:12 PEM Fil 2KE
£
4
.
0
i
=
mY

File name: | gtsr1.pem Certificate - (*.der*.cer*.ct*p ~

Cancel

The dialog closes.

Result

The provider certificate is located in the global certificate manager.

Email » Security features » Certificate manager

H]J Certificate authority (CA) || |l Device certificates ||‘|, Trusted certificates and root cert...{

=
Trusted certificates and root certification authorities
ID | Common name of subject Serial nu... | Issuer Valid to Used as
6 GTS Root R1 D203E59... CMN=GTS RootR1,0 =Google .. Sunday, June 22,2036 Certification authorit...
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Assign provider certificate to the local certificate manager

The provider certificate is initially only located in the global certificate manager in TIA Portal. Certificates imported via the
certificate manager into the global security settings are not automatically assigned to the corresponding modules.

In order to authenticate the provider, it is necessary to load its CA certificate into the CPU or the CP. Only the device
certificates that you have assigned to the module as device certificates via the local certificate manager will be loaded to
the module.

The following steps will show you how to assign the provider certificate to the CPU or CP in the local certificate manager.

1. Select the CPU or CP in the device or network view. The properties will appear in the Inspector window.
In the area navigation, go to the "General" tab. Open the local certificate manager. You can find the local certificate
manager as follows:

- With the CPU, in the menu
"Protection & Security > Certificate manager"

- With the CP, in the menu "Security > Certificate manager"

J General 10 tags

» General

» PROFIMETinterface [X1]
Startup

Cycle

Communication load
systern and clock memory
SIMATIC Memory Card
systern diagnostics
PLCalarms

Web server

- -

Display

Multilingual support

Time ofday

~ Protection & Security
Protection of the PLC c...

Access level

} Connection mechanisms

Certificate manager;
Security event

The local certificate manager appears.

2. In the section "Certificates of the partner devices", double-click in the "Common name of subject” column of an empty
table row, then click on "...".

Certificates of the partner devices

Mote: The certificates of the partners may be needed to prove your authentication.

ID | Common name of subject |Issuer Valid until

A dropdown menu will open for selecting a certificate.
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3. Select the provider certificate that you need and confirm your selection with the green checkbox.

2 Siemens TA Project-Emai O=Siemens, C=DE, CN=5i.. 7/5/2037

GT5 Root R‘E O=Google Trust Services ... 62212036

<
Add new
=
The dropdown menu closes.
Result
The provider certificate is added to the table "Certificates of the partner devices"; the unique project-wide ID (here: ID = 6)
appears.

You will need this ID for the "TLSServerCertRef" parameter in the system data type of the "TMAIL_C" instruction (see
chapter 2.9.3).

E. 6  GTS5 RootR1 O=Google Trust Services ... 6122/2036
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2.9. TIA Portal: Using MAIL_C

The "TMAIL_C" instruction lets you send an email over a secure connection via the Ethernet port of a CPU, CM or CP.

Depending on which format you wish to address the email server in, you will use the following structure at the
"MAIL_ADDR_PARAM" parameter of the "TMAIL_C" instruction:

e TMail_V4_SEC: Addressing via the IP address according to IPv4
e TMail_V6_SEC: Addressing via the IP address according to IPv6
e TMail_QDN_SEC: Addressing via the fully qualified domain name (FQDN)

Note Only system data types that support a secure connection will be listed. For more information on the
"TMAIL_C" instruction and the system data types, see chapter 3.

2.9.1. Parameters of the "TMAIL_C" instruction
The following Figure illustrates the call of the "TMAIL_C" V6.1 instruction:
“inst_TMAILC"
TMAIL C

EN ENO
falze — REQ DONE —i 2lse

TO S BUSY —i ‘zlse

ERROR —i false

SUBJECT STATUS — 1650

TEXT

MAIL_ADDR_

PARAM

The following Table shows the input parameters of the "TMAIL_C" instruction.

Table 2-3

Input parameter Data type Description

REQ BOOL Control parameter
The input parameter REQ enables sending of an email in the event of a
positive edge.

TO S STRING Receiver address
String with a max. length of 240 characters (byte).

SUBJECT STRING Subject of the email
String with a max. length of 240 characters (byte).

TEXT STRING Text of the email

String with a max. length of 240 characters (byte). If an empty string is
assigned to this parameter, the email will be sent without any text.

MAIL_ADDR_PARAM VARIANT Connection parameters:
Parameters of the connection and address of the email server. The
connection parameters are summarized in the system data type

e  Tmail_QDN_SEC,
e  Tmail_v4 SECor
e Tmail_v6_SEC
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The following Table shows the output parameters of the "TMAIL_C" instruction.

Table 2-4
Output parameter Data type Description
DONE BOOL State parameter

DONE = 0: Job is not yet started or is still being run.
DONE = 1: Job completed with no errors.
BUSY BOOL State parameter
BUSY = 0: The processing of TMAIL_C has completed
BUSY = 1: Sending the email not yet completed
ERROR BOOL State parameter
ERROR = 0: No error
ERROR = 1: An error occurred during processing. STATUS provides
detailed information on the type of error.
STATUS WORD State parameter
Returned value or error information from the "TMAIL_C" instruction

2.9.2. Create global data block

In this chapter, you will create a global data block for the parameters of the "TMAIL_C" instruction. The parameters are
structured as follows:

e Control parameter
e Parameters for the email

e Parameters for the connection and the address of the email server

Create data block

Proceed as follows to create a new global data block:

1. In the project tree, navigate to the device folder of the CPU.

2. Open the "Program blocks" folder and double-click the "Add new block" command.

= [[§ PLC_1 [CPU 15131 PN]
It Device configuration
% Online & diagnostics

b Eﬂ Software units

I' | Program blocks I

B Add new block

& Main [OB1] E @ g)
N—A

» ] LFTP

The dialog "Add new block" opens.
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3. Create a new Global DB and assign a block name, e.g. "MailData". Acknowledge the dialog with "OK".

Add new block

Name:

el

Language:
Organization Number:
block
# Description:
FB P

Function block

Function

/
Data block @

more..

> | Additional information

@ Global DB -

2
v
O Manual
@Aulumauc

Data blocks (DBs) save program data.

%

[ Add new and cpen

ok

Q

Al

Cancel

The "Add new block" dialog closes.

Result

The new data block appears in the program folder of the CPU.

Control parameter

Open the data block.

Define the following control tags in the data block. Double-click "<Add new>" in an empty row to do this.

* Static

= ¥ contral

= request
u done

= busy

= error

L] ctatus

Email parameters

Struct
Bool
Bool
Bool
Bool
Word

To create the email parameters, add the tags shown below.
Double-click "<Add new>" in an empty row to do this.

* emailParam

= recipientéddress
= subject
= text

Struct
string
string

String
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Email server parameters

Extend the data block by adding the system data type that you need to address the email server. This example uses the
system data type "TMail_QDN_SEC".
Double-click "<Add new>" in an empty row to do this.

* serverParam Tail_QDM_SEC
] Interfaceld HW_ANY

L 1D CONM_OUC
= ConnectionType Byte

L] ActiveEstablished  Bool

= WatchDogTime Time

] MailserserQDM string[254]
L] UserMame string[254]
] PassWord String[254]
2 ¢ From EMAIL_ADDR
= RemotePart Uint

L] ActivateSecureConn Bool

= ExtTLSCapabilities  Byte
L] TLSServerCertRef UDInt

Result

The data block with all the necessary tags has been declared.

< * Static
<1 = * control Struct
< - request Bool
< L done Bool
< - busy Boal
< - error Bool
| - status Word
L <Add new:
<1 = * emailParam Struct
< - recipientAddress String
<l . subject String
< - text String
= <Add new=
<1 = * =serverParam Thail_QDM_SEC
| L] Interfaceld HW_ANY
<1 L s} CONM_OUC
< - ConnectionType Byte
< - ActiveEstablished  Bool
< - WatchDogTime Time
| L MailzerverQDM String[254]
| L] Userlame String[254]
et | L] PassWaord String[254]
<1 = » From EMAIL_ADDR
T = RemotePort Ulnt
< - ActivateSecureConn Bool
< - ExtTLSCapabilities  Byte
< - TLSServerCertRef uDInt
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2.9.3. Parameterize tags
Assign values to the email parameters and the email server parameters in the data block.

Specify your own recipient address, username, password and certificate ID.

NOTE For help on parameterization of the system data type, refer to the Figure below or see chapter 3.3.

MailData

MName Data type Start value
< * Static
<1 = » control Struct
< = ~ emailParam Struct
S| = recipientAddress String ‘Recipient@gmx.com'
<z = subject String TestMail'
<0 = text String "My First ernail from PLC'
] ® ¥ serverParam Thail_QDM_SEC
e u Interfaceld HW_AMNY 64
-0 L D COMN_OUC 100
<0 = ConnectionType Byte 22
<0 = ActiveEstablished  Bool true
S| L] WatchDogTime Time T#Orms
<0 = MailServerQDN String[254] ‘smtp.gmxcom.’
< = UserName String[254] ‘myEmail@gmx.com’
e L] PassWard String[254] ‘APP-Password’
R | = ¥ From EMAIL_ADDR
<0 = LocalPartPlusAt... String[64] ‘myEmail&"
<41 ] FullQualifiedD... String[254] ‘grx.com’
-l u RemotePort Uint 587
<0 = ActivateSecureConn Bool true
< s ExtTLSCapabilities  Byte 1650
< = TLSServerCertRef UDInt 6
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The email server is addressed via its fully-qualified domain name (FQDN) with the system data type "TMail_QDN_SEC".

Table 2-5

Parameter

Data type

Value

Description

Interfaceld

LADDR

64

Hardware identifier of the
Ethernet port of the CPU or CP
(see chapter 2.6)

ID

CONN_OUC

Connection ID

ConnectionType

BYTE

16#22

Connection type
For FQDN, select 16#22 as
connection type.

ActiveEstablishment

BOOL

True

Actively or passively establish
connection. Because the CPU or
CP is always the SMTP client,
this parameter must be set to
"True".

WatchDogTime

TIME

T#0ms

Time monitoring of the
execution. Use this parameter to
define the maximum execution
time of the sending process.
Note

With "TMAIL_C" V6 or higher,
the value Zero is allowable for
the parameter "WatchDogTime".

MailServerQDN

STRING[254]

e.g.:
'smtp.gmx.com.’

FQDN (full qualified domain
name) of the email server from
which you wish to send an
email to a recipient (see

chapter 3.1).
Note the period at the end.

UserName

STRING[254]

e.g.:
‘username@gmx.com’

PassWord

STRING[254]

e.g.:
‘password'

Username and password for
identifying the email account.

From

EMAIL_ADDR

Sender address of the email
which is defined with the
following two STRING
parameters.

LocalPartPlusAtSign

STRING[64]

e.g.:
'username@’

Local part of the sender address
including @ sign.

FullQualifiedDomainName

STRING[254]

e.g.:
‘gmx.com’

FQDN (fully qualified domain
name) of the email server

RemotePort

UINT

587

TCP port of the email server
Value range:
e 25 (unsecured)

e 465 (secured)
e 587 (secured)

(see chapter 3.1)

ActivateSecureConn

BOOL

true

True = Secure SMTP connection

ExtTLSCapabilities

BYTE

16#0

Value range:

16#0, 16#1

For 16#1, the alternative
applicant is verified in the
server's certificate. The IP
address or DNS name entered
there must match the IP address
or the DNS name of the server.

TLSServerCertRef
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Using the system data type "TMail_V4_SEC", the email server will be addressed via the IP address in IPv4.

Table 2-6

Parameter

Data type

Value

Description

Interfaceld

LADDR

261

Hardware identifier of the
Ethernet port of the CPU or CP
(see chapter 2.6)

ID

CONN_OUC

Connection ID

ConnectionType

BYTE

16#20

Connection type
For IPv4, select 16#20 as
connection type.

ActiveEstablishment

BOOL

True

Establish connection
actively/passively. Because the
CPU or CP is always the SMTP
client, this parameter must be
set to "True".

WatchDogTime

TIME

T#1m

Time monitoring of the
execution. Use this parameter to
define the maximum execution
time of the sending process.
Note

With "TMAIL_C" V6 or higher, the
value Zero is allowable for the
parameter "WatchDogTime".

MailServerAddress

IP_V4

e.g.:
213.165.67.108

|IP address of the email server (in
IPv4 format) from which you
wish to send an email.

UserName

STRING[254]

e.g.:
‘username@gmx.com’

PassWord

STRING[254]

e.g.:
‘password'

Username and password for
identifying the email account.

From

EMAIL_ADDR

Sender address of the email
which is defined with the
following two STRING
parameters.

LocalPartPlusAtSign

STRING[64]

e.g.:
'username@"

Local part of the sender address
including @ sign.

FullQualifiedDomainName

STRING[254]

e.g.:
‘gmx.com'’

FQDN (fully qualified domain
name) of the email server

RemotePort

UINT

587

TCP port of the mail server
Value range:
e 25 (unsecured)

e 465 (secured)
e 587 (secured)

(see chapter 3.1)

ActivateSecureConn

BOOL

True

True = Secure SMTP connection
False = unsecured SMTP
connection. In this case the
subsequent parameters are
irrelevant.

ExtTLSCapabilities

BYTE

16#0

Value range:

16#0, 16#1

For 16#1, the alternative
applicant is verified in the
server's certificate. The IP address
or DNS name entered there must
match the IP address or the DNS
name of the server.

TLSServerCertRef
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UDINT

16#6

Certificate number of the
provider assigned in the TIA
Portal certificate manager
(see chapter 2.8).
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Engineering
2.94. Call "TMAIL_C" instruction and interconnect

Cyclically call the "TMAIL_C" instruction in the user program of the CPU. You can find the "TMAIL_C" instruction in the
“Instructions” Task Card under "Communication > Open user communication".

The following Figure illustrates the call of the instruction "TMAIL_C" in the user program.

“inst_TMAILC"
TMAIL_C
EN ENO

“MailData". "MailData".
contrel.request — geg DONE —i control.done
"MailData".email ‘MailData’.
Param.recipient Busy —control.busy
Address _yo_s “MailData".

ERROR —control.error

"MailData".email “MailData".
Param.subject —priSURBIECT STATUS — control.status

"MailData".email
Param.text —piTEXT

“MailData".  MAIL_ADDR_
serverParam PARAM

Interconnect the inputs and outputs of the instruction with the tags from the "MailData" data block (see chapter 2.9.1).

Compile the program and download it to the controller.
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2.10.

Control the "TMAIL_C" instruction with a rising edge at the "REQ" parameter.

Operation

Set the tag <MailData.control.request> to TRUE.

"Inst_TmailC"

TMAIL C

TRUE

"MailData"

‘Recipient@gmail...
"MailData".email
Param.recipient

‘TestMail'
"MailData".email

My First email fr...
"MailData”.email

"MailData".
serverParam

EN

control.requestEiTe)

,"-\ddress_‘-m_S

Param.subject —g sUBIECT

Param.text —g TExT

MAIL_ADDR_
PARAM

ENO

FALSE
"MailData".
DOMNE — = control.done

FALSE
"MailData".
BUSY == CONtrol.busy

FALSE
"MailData".
ERROR —— control.error

"MailData".
STATUS 7— control.status

16#0000_0000

Engineering

The "TMAIL_C" instruction will send an email to the recipient referenced at the "TO_S" parameter.

Result

You will see the email in your recipient's email account.

~ Unread

myEmail

Entry-ID: 46817803 V3.2 04/2026

TestMail - My First email from PLC
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3. Useful information

3.1. SMTP servers and ports of the providers

The following Table shows the SMTP servers and ports of some providers.

Table 3-1
Provider SMTP server TCP port
Web.de smtp.web.de 587
GMX mail.gmx.net 587
T-Online securesmtp.t-online.de 587, 465
Gmail smtp.gmail.com 587, 465

Note Ping the SMTP server from a PG/PC to find the IP address of the SMTP server. Enter the ping command,
e.g. ping smtp.web.de, in the Command Prompt.
3.2. "TMAIL_C" instruction
Description

The "TMAIL_C" instruction lets you send an email over a secure connection via the Ethernet port of an S7-1500 or S7-
1200, CM or CP.

The Table below shows you which version of "TMAIL_C" to use with which module:

Table 3-2
Module Version of "TMAIL_C"
CP V4.0 or higher
S7-1500 with FW 2.5 or higher V5.0 or higher
S7-1200 with FW 4.4 or higher V6.0 or higher

Call

The following Figure illustrates the call of the instruction "TMAIL_C" in V6.1:

"inst_TMAILC"
TMAIL_C
EN ENO
falze — REQ DONE —ifalse
TO_S BUSY —ialse
ERROR —talse
SUBJECT STATUS 540
TEXT
MAIL_ADDR_
PARAM
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Parameter

The parameters have the following meanings:

Table 3-3

Parameter Data type Declaration Meaning

REQ BOOL Input Control parameter;
dispatches email when rising edge detected

TO_S STRING Input Receiver addresses;
STRING with a maximum length of 240 characters
(byte).

CcC STRING Input CC'd recipient addresses (optional); STRING with a
maximum length of 240 characters (byte).
Same email address format as with the "TO_S"
parameter.

SUBJECT STRING Input Email subject;
STRING with a maximum length of 240 characters
(byte).

TEXT STRING Input email text (optional);

STRING with a maximum length of 240 characters
(byte). If an empty string is assigned to this parameter,
the email will be sent without any text.

ATTACHMENT VARIANT Input Email attachment (optional);
Reference to a Byte/Word/Double field (ArrayOfByte,
ArrayOfWord or ArrayOfDWord) with a maximum
length of 64 KB. If no value is assigned, the email will
be sent without an attachment.

ATTACHMENT_NAME STRING Input Name of the email attachment (optional); reference to
a string with a maximum length of 50 characters (byte)
for defining the file name of the attachment. If an
empty string is assigned to this parameter, the email
attachment will be received with a name assigned by
the email receiving program. Therefore, it is
recommended to use a defined file name.

MAIL_ADDR_PARAM VARIANT Input Parameters of the connection and address of the email
server. Use the provided system data types (see
chapter 3.3).

DONE BOOL OUTPUT State parameter
BUSY BOOL OUTPUT State parameter
ERROR BOOL OUTPUT State parameter
STATUS WORD OUTPUT State parameter
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Useful information
Rules for the "TO_S" parameter
The parameters "TO_S" and "CC" are strings that can contain, for the example, the following:
e admin@mydomain.com, <ruby@mydomain.com>
Observe the following rules when entering the parameters:

e In OUC versions < V6.0 (S7-1500) or < V7.0 (57-1200), it is recommended to enter a space and a "<" before each

address. "<" is optional in all other instruction versions.

e In OUC versions < V6.0 (S7-1500) or < V7.0 (S7-1200), it is recommended to enter a ">" after each address. ">" is
optional in all other instruction versions.

e A comma must be entered the addresses in "TO_S" and "CC".

For reasons involving the runtime and memory, the "TMAIL_C" instruction does not check the syntax at the "TO_S" and
"CC" parameters.

3.3. System data types of "TMAIL_C"

Description

In the structure "TMail_V4_SEC", "TMail_V6_SEC" or "TMail_QDN_SEC" at the "MAIL_ADDR_PARAM" parameter, you will
define which connection will be used to send the email; here you also store the address of the email server and the login
credentials.

Depending on which format you wish to address the email server in, you will use the following structure at the
"MAIL_ADDR_PARAM" parameter:

e TMail_V4_SEC: Addressing via the IP address according to IPv4
e TMail_V6_SEC: Addressing via the IP address according to IPv6
e TMail_QDN_SEC: Addressing via the fully qualified domain name (FQDN)

NOTE We only describe the system data types that support a secure connection.

Entry-1D: 46817803 V3.2 04/2026 © Siemens 2026 37



Useful information

Parameter assignment for system data type "TMAIL_v4_SEC"

Using the system data type "TMail_V4_SEC", the email server will be addressed via the IP address in IPv4.

Table 3-4

Parameter Data type Description

Interfaceld LADDR Hardware identifier of the Ethernet port of the CPU or CP (see
chapter 2.6)

D CONN_OUC Connection ID

Connectiontype BYTE Connection type
For IPv4, select 16#20 as connection type.

ActiveEstablishment BOOL Active / passive connection setup. Because the CPU or CP is
always the SMTP client, this parameter must be set to "True".

WatchDogTime TIME Time monitoring of the execution. Use this parameter to define
the maximum execution time of the sending process.
Note
With "TMAIL_C" V6 or higher, the value Zero is allowable for the
parameter "WatchDogTime".

MailServerAddress IP_V4 IP address of the email server (in IPv4 format) from which you
wish to send an email.

UserName STRING[254] The username and password are how the user identifies

PassWord STRING[254] him/herself as the owner of the email account to the email
provider (authentication method: AUTH-LOGIN).

From EMAIL_ADDR Sender address of the email which is defined with the following
two STRING parameters.

LocalPartPlusAtSign STRING[64] Local part of the sender address including @ sign.
FullQualifiedDomainName STRING[254] FQDN (fully qualified domain name) of the email server

RemotePort UINT TCP port of the mail server
Value range:
e 25 (unsecured)
e 465 (secured)
e 587 (secured)
(see chapter 3.1)

ActivateSecureConn BOOL True = Secure SMTP connection
False = unsecured SMTP connection. In this case the subsequent
parameters are irrelevant.

ExtTLSCapabilities BYTE Value range:
16#0, 16#1
For 16#1, the alternative applicant is verified in the server's
certificate. The IP address or DNS name entered there must
match the IP address or the DNS name of the server.

TLSServerCertRef UDINT Certificate number of the provider assigned in the TIA Portal
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certificate manager (see chapter 2.8).
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Parameter assignment for system data type "TMAIL_v6_SEC"

The system data type "TMail_V6_SEC" is used to address the email server with an IP address in IPv6.

Table 3-5

Parameter Data type Description

Interfaceld LADDR Hardware identifier of the Ethernet port of the CPU or CP (see
chapter 2.6)

D CONN_OUC Connection ID

Connectiontype BYTE Connection type
For IPv6, select 16#21 as connection type.

ActiveEstablishment BOOL Establish connection actively/passively. Because the CPU or CP is
always the SMTP client, this parameter must be set to "True".

WatchDogTime TIME Time monitoring of the execution. Use this parameter to define
the maximum execution time of the sending process.
Note
With "TMAIL_C" V6 or higher, the value Zero is allowable for the
parameter "WatchDogTime".

MailServerAddress IP_V6 IP address of the email server (in IPv6 format) from which you
wish to send an email.

UserName STRING[254] The username and password are how the user identifies

PassWord STRING[254] him/herself as the owner of the email account to the email
provider (authentication method: AUTH-LOGIN).

From EMAIL_ADDR Sender address of the email which is defined with the following
two STRING parameters.

LocalPartPlusAtSign STRING[64] Local part of the sender address including @ sign.
FullQualifiedDomainName STRING[254] FQDN (fully qualified domain name) of the email server

RemotePort UINT TCP port of the mail server
Value range:
e 25 (unsecured)
e 465 (secured)
e 587 (secured)
(see chapter 3.1)

ActivateSecureConn BOOL True = Secure SMTP connection
False = unsecured SMTP connection. In this case the subsequent
parameters are irrelevant.

ExtTLSCapabilities BYTE Value range:
16#0, 16#1
For 16#1, the alternative applicant is verified in the server's
certificate. The IP address or DNS name entered there must
match the IP address or the DNS name of the server.

TLSServerCertRef UDINT Certificate number of the provider assigned in the TIA Portal

System data type "TMAIL_QDN_SEC"

certificate manager (see chapter 2.8).

The email server is addressed via its fully-qualified domain name (FQDN) with the system data type "TMail_QDN_SEC".

Table 3-6

Parameter Data type Description

Interfaceld LADDR Hardware identifier of the Ethernet port of the CPU or CP (see
chapter 2.6)

ID CONN_OUC Connection ID

Connectiontype BYTE Connection type
For FQDN, select 16#22 as connection type.

ActiveEstablishment BOOL Actively or passively establish connection. Because the CPU or CP
is always the SMTP client, this parameter must be set to "True".

WatchDogTime TIME Time monitoring of the execution. Use this parameter to define
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the maximum execution time of the sending process.
Note

With "TMAIL_C" V6 or higher, the value Zero is allowable for the
parameter "WatchDogTime".
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Parameter Data type Description
MailServerQDN STRING[254] FQDN (full qualified domain name) of the email server from
which you wish to send an email to a recipient. Note the period
at the end when assigning the parameter.
UserName STRING[254] The username and password are how the user identifies
PassWord STRING[254] him/herself as the owner of the email account to the email
provider (authentication method: AUTH-LOGIN).
From EMAIL_ADDR Sender address of the email which is defined with the following
two STRING parameters.
LocalPartPlusAtSign STRING[64] Local part of the sender address including @ sign.
FullQualifiedDomainName  STRING[254] FQDN (fully qualified domain name) of the email server
RemotePort UINT TCP port of the mail server
Value range:
e 25 (unsecured)
e 465 (secured)
e 587 (secured)
(see chapter 3.1)
ActivateSecureConn BOOL True = Secure SMTP connection
False = unsecured SMTP connection. In this case the subsequent
parameters are irrelevant.
ExtTLSCapabilities BYTE Value range:
16#0, 16#1
For 16#1, the alternative applicant is verified in the server's
certificate. The IP address or DNS name entered there must
match the IP address or the DNS name of the server.
TLSServerCertRef UDINT Certificate number of the provider assigned in the TIA Portal

3.4.

certificate manager (see chapter 2.8).

Tipps for debugging

Information about existing errors is provided by the STATUS parameter of the “TMAIL_C" function block. The given STATUS
code is given in decimal and must be converted to hexadecimal.

Table 3-7

STATUS parameter

Notes

7001 “TMAIL_C" is active. Job is triggered. This step can take some time to finish and change
the status code.

7002 "TMAIL_C" is active. Job is triggered. This step can take some time to finish and change
the status code.

8009 Internal function error. Something in the “TMAIL_C" block is not working. More

information about the problem can be found in the parameter SFB_STATUS of the
instance data block. This STATUS appears most frequently.

When the STATUS 8009 is shown the instance data block must be checked for more information. The SFB_STATUS
parameter shows what is happening in the “TMAIL_C" block. The following Table will show some Status codes that
appeared during testing and a brief description what could cause the issue.

Table 3-8
STATUS parameter

Notes

8098

Invalid interface ID in SDT at MAIL_ADDR_PARAM parameter. Most of the time durring
testing the HW_ID 64 was the correct one. If not working best is to try other HW_ID and
see if any change happens.

80C6

The connection partner cannot be reached (network error). Check physical network,
network cables, etc. If still not possible check firewall rules and routing.

80D1

The MailServerAddress parameter is not a fully qualified domain name. The period at
the end may be missing. Important is to put period at the end! Name must be
something like: 'mail.gmx.net.’

80D3

Entry-1D: 46817803 V3.2 04/2026

The Fully Qualified Domain Name (FQDN) could not be resolved. Possible causes:
e The DNS server cannot be reached (for example. the DNS server has been shut
down or the remote port cannot be reached).
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STATUS parameter Notes

e An error occurred during communication with the DNS server.

e The DNS server returned a valid DNS response; however, the response
contained no IPv4 address.

This also appers at testing when the network cable was not connected correct.

80E1 Error during the handshake. Possible causes:
e Abort by the user

e Security not high enough

e Renewed negotiation is not supported
e SSL/TLS version is not supported.

e Decryption error

The Error code also appears durring testing when there were issues with the
certificate.

8353 SMTP authentication incomplete. Problems could be caused by invalid credentials. But
also, by settings in the email portal. Check if all mandatory settings, like POP, IMAP and
application password are set correctly.

8534 The Status code appeared when an incorrect password was given in the data block.

More information to most of the STATUS codes can be found in |4\ and \5\. Some STATUS codes are just found in one of
the documents, others could not be found in any.

Entry-1D: 46817803 V3.2 04/2026 © Siemens 2026 41



Appendix

4, Appendix
4.1. Service and support

SiePortal

The integrated platform for product selection, purchasing and support - and connection of Industry Mall and Online
support. The SiePortal home page replaces the previous home pages of the Industry Mall and the Online Support Portal
(SI0S) and combines them.

e Products & Services
In Products & Services, you can find all our offerings as previously available in Mall Catalog.

e Support
In Support, you can find all information helpful for resolving technical issues with our products.

e mySieportal
mySiePortal collects all your personal data and processes, from your account to current orders, service requests and
more. You can only see the full range of functions here after you have logged in.

You can access SiePortal via this address:

Technical Support

The Technical Support of Siemens Industry provides you fast and competent support regarding all technical queries with
numerous tailor-made offers — ranging from basic support to individual support contracts.
Please send queries to Technical Support via Web form:

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with practical experience, innovative learning
methods and a concept that's tailored to the customer’s specific needs.
For more information on our offered trainings and courses, as well as their locations and dates, refer to our web page:

Industry Online Support app

You will receive optimum support wherever you are with the "Industry Online Support” app. The app is available for iOS
and Android:

Available an the i Aiuﬂnu APPON
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https://sieportal.siemens.com/en-ww/home
https://support.industry.siemens.com/cs/my/src?lc=en-WW
https://www.siemens.com/sitrain
https://apps.apple.com/us/app/siemens-industry-online-support/id478868966
https://apps.apple.com/us/app/siemens-industry-online-support/id478868966
https://play.google.com/store/apps/details?id=com.siemens.industry.onlinesupport&hl=en
https://play.google.com/store/apps/details?id=com.siemens.industry.onlinesupport&hl=en

4.2.

Table 4-1

No.

Appendix

Links and literature

Topic

\T\

Siemens Industry Online Support
https://support.industry.siemens.com

\2\

Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/46817803

\3\

TIA Portal V17 manual

https://support.industry.siemens.com/cs/de/en/view/109798671

\4\

Sending email using ethernet interface of CPU
https://docs.tia.siemens.cloud/r/simatic s7 1200 manual collection enus 20/communication/profinet/open-user-

communication/tmail c-send-an-email-using-the-ethernet-interface-of-the-cpu-instruction/sending-data-logs-recipes-

and-user-files-using-email-attachments

\5\

4.3.

Open user communication

https://docs.tia.siemens.cloud/r/len-us/v20/open-user-communication-s7-1200-s7-1500/tmail _c-transfer-email-s7-

1200-s7-1500/description-of-tmail _c-as-of-version-v5.0-s7-1200-s7-1500

Change documentation

Table 4-2
Version Date Modifications
V1.0 06/2017 First version
V2.0 04/2020 Added section for sending a secure email via the integrated Ethernet port of the CPU
V2.1 12/2020 Updated screenshot in chapter 2.2.6
V3.0 0712022 Update for new Google policies and TIAV17
V3.1 06/2025 Reformatting of documentation, update of Google procedures
V3.2 04/2026 Readded procedure for Google to the document
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